
Case Title: Oversight Board case of Sudan’s Rapid Support Forces Video Captive
Case Analysis 

General notes for the researcher: Please use this guide to fill the case analysis form in WordPress. This form is specifically tailored for the Oversight Board's decisions. Before writing the case analysis, please review the Global Freedom of Expression Style Guide. 

	Don't forget!
· Avoid the passive tense unless you don’t know the subject or, for some reason, the subject is selected to be vague.
· Use the past tense in most circumstances.
· When filling in the large fields, do not indent the beginning of paragraphs and put a blank line between paragraphs for easy reading. 
· Use one space at the beginning of sentences, not two.
· Where an important proper noun is in a language other than English, write out in italics the proper noun in the original language in parentheses following the first usage of the noun in English.




Meta-Data: 
· Case Number: [Available at the top of each decision] 
· Date of decision: [available at the top of each decision, use mm/dd/yy] 
· Featured case: N/A [not applicable]
· Region: [Select international] 
· Country: [Select the Country where the content is published] [In case there is no specific country in the decision please just include international]. 
· Type of expression: [Select “Electronic / Internet-based Communication”] 
· Judicial Body: [Select “Oversight Board”]
· Type of law: [Select both “International Human Rights Law” & “Meta’s content policies” 
· Main Themes: [ Select both “General Community Standard” & “Specific Community Standard”. For more info, see table 1 below] 
· Outcome: [Select one of the following “Overturned Meta’s initial decision”, “Agreed with Meta’s initial decision” or Partially agreed with Meta’s initial decision”] 
· Status:  [Select Closed] 

· Tags: [Include the applicable tags (or add any other relevance tags according to the case’s central issues):  Meta Newsworthiness allowance, Meta Spirit of the Policy allowance, Oversight Board on Meta Interstitials, Oversight Board Policy advisory statement, Oversight Board Content Policy Recommendation, Oversight Board Enforcement Recommendation, Oversight Board Transparency Recommendation]


Analysis:

· Summary and Outcome: 

On April 11, 2024, the Oversight Board overturned Meta's original decision to keep a video showing armed men, identified as Rapid Support Forces (RSF) members, detaining a person in a military vehicle. The Board found the content violating of the Dangerous Organizations and Individuals policy as it supported the RSF which is designated dangerous group under Meta's Dangerous Organizations and Individuals policy. Moreover, the Board noted that the content was violating of the Coordinating Harm and Promoting Crime policy as it exposed the identity of a war prisoner. After being notified of the case by the Board, Meta removed the video for supporting a designated entity and for violating policies against revealing prisoners of war's identities during conflicts. The Board expressed concerns about Meta's slow response, suggesting potential broader issues with enforcing policies effectively during armed conflicts.

*The Oversight Board is a separate entity from Meta and will provide its independent judgment on both individual cases and questions of policy. Both the Board and its administration are funded by an independent trust. The Board has the authority to decide whether Facebook and Instagram should allow or remove content. These decisions are binding, unless implementing them could violate the law. The Board can also choose to issue recommendations on the company’s content policies.

· Facts:

On August 27, 2023, a Facebook user posted a video of members of the Rapid Support Forces (RSF) detaining a person in the back of a military vehicle. In the video an RSF member claimed in Arabic they captured a foreign national, probably associated with the Sudanese Armed Forces (SAF). The man further stated that they would capture everybody working against the RSF, including the SAF leaders and their foreign combatants in Sudan. The video included derogatory remarks about foreign nationals and foreign leaders supporting the SAF.

The user included an Arabic caption which translated to “we know that there are foreigners from our evil neighbor fighting side by side with the devilish Brotherhood brigades.” Shortly after, the user edited the caption to “we know that there are foreigners fighting side by side with the devilish Brotherhood brigades.” Despite the user having 4,000 friends and 32,000 followers, the post received less than 100 reactions, 50 comments and 50 shares.

Since April 2023, a non-international armed conflict has been ongoing in Sudan between SAF, the military forces of the internationally recognized Sudanese government, and the paramilitary group, the RSF. As of November 2023, RSF controlled most of West Darfur, the area around the capital Khartoum and parts of North and West Kordofan while the SAF controlled most of the Nile Valle and the eastern provinces and ports. 

7.3 million people have been displaced because of the conflict while over 25 million people, including 14 million children, were facing severe food insecurity. Gender-based violence, sexual violence, harassment, sexual exploitation, and trafficking were all escalating. Sudanese human rights organizations reported that the RSF had detained over 5000 people in Khartoum in inhumane conditions with a lack of access to necessities essential for human dignity.

The International Criminal Court and the U.S. Department of State, among others, reported crimes against humanity, genocide, and war crimes by both parties of the conflict. Additionally, the RSF have ethnically targeted Masalit communities in Sudan and the Chad border. Experts informed the Board that both sides were responsible for widespread abuses against detainees including, inhumane conditions, illegal detentions, ethnic targeting, sexual violence, and using hostages as human shields.

On August 11, 2023, Meta designated the RSF as a Tier 1 terrorist organization under its Dangerous Organizations and Individuals (DOI) policy. Experts noted that such designation limited the group’s dissemination of information. However, this has also encouraged the RSF to use other tactics such as using non-official personal pages and accounts. Experts further noted that the designation hampered access to information for civilians about the RSF, which they needed for security reasons.

Sudanese civilians relied on Facebook to find crucial information about the humanitarian development in Sudan, to establish routes to safety within the country or to flee, to find crucial information on military operations or violent outbreaks, to seek humanitarian help, and learn about hostages and war prisoners.

Shortly after the content was posted, Facebook users reported the content, however, these reports were not prioritized for human review. One of the users appealed Meta’s decision but the appeal was closed without review. The same user appealed to the Oversight Board. After the Board notified Meta of the case, the company reviewed the post and removed it for violating the DOI policy and applied a standard strike and a severe strike on the author’s account. 

· Decision Overview: 

The main issue before the Board was whether Meta’s original decision not to remove a post of RSF members detaining a claimed foreign combatant was compatible with Meta’s content policies, values and human rights obligations. 

Alongside their appeal to their Board, the reporting user requested the removal of the post as it posed a danger to Sudanese people by disseminating misinformation and threats of violence by the RSF in Khartoum.

The Board asked 13 written questions to Meta, focusing on the company’s strategies for managing content associated with the conflict in Sudan, the use of automated systems and ranking models, procedures concerning the classification of dangerous organizations and individuals, the reasons behind labeling the RSF as a Tier 1 terrorist group, and how this classification affected information access in Sudan. Meta responded to each of these questions.

Meta explained that its initial decision to keep the content up was because the automated systems did not prioritize the content for human review. Automated systems prioritize content for review based on the severity of possible violation, the content’s virality and likelihood of the violation. Reports with lower priority ranks were typically closed after 48 hours. Users reported this content four times for “terrorism”, “hate speech”, and “violence”.  The reports weren’t prioritized due to low severity and low virality. One of the users appealed the decision and the appeal was automatically closed due to COVID-19 automation policies. Meta introduced these policies in 2020 to reduce the number of reports sent to human reviewers while prioritizing “high-risk” reports. [Holocaust Denial decision]

Meta informed that the Board that it removed the content as it concluded a video depicting a member of the designated Tier 1 RSF speaking about the organization’s activities without a condemning, neutrally discussing, or news reporting caption violated the DOI policy.

(1) Compliance with Meta’s content policies

Dangerous Organizations and Individuals policy 

The Board found that the content violated the DOI policy as it supported a designated Tier 1 organization. The Board agreed with Meta that the content contained “substantive support” as the video depicted a RSF member speaking of the RSF’s activities without a caption condemning, neutrally discussing or reporting on such activities. 

Moreover, Meta’s internal guidelines provided a non-exhaustive list of examples of written or visual elements indicting substitute support. The list included posts featuring self-proclaimed members of designated entities speaking about the organizations.

Coordinating Harm and Promoting Crime policy 

The Board found the content violating of the Coordinating Harm and Promoting Crime policy. The policy prohibited outing the identity of a war prisoner amidst an armed conflict with no policy exceptions and the policy was only enforced on escalation. Meta defined war prisoner as a member of the military who is taken prisoner by an enemy during or just after a conflict. The Board found the rule applicable to international armed conflicts and non-international armed conflicts. 

The Board noted that the video showed an identifiable individual which the RSF member described as a “foreign captive: associated with the SAF. Accordingly, the Board found the content violating of the policy and should be removed.

(2) Compliance with Meta’s human rights responsibilities

 Freedom of Expression

The Board recognized the importance of social media platforms during armed conflicts as means of disseminating and received crucial information, especially when social media was the main source of information. However, the Board also highlighted the importance of removing content that was likely to incite more violence during these armed conflicts. The Board implemented the three-part test stipulated in article 19(3) of the International Covenant on Civil and Political Rights (ICCPR).
 
I. Legality (clarity and accessibility of the rules)

The principle of legality required rules restricting expression to be clear and accessible. In the context of social media, this means users must have access to clear guidelines on what is permitted on a platform and what is not while moderators enforcing the rules must have clear guidance on such enforcement. 

Dangerous Organizations and Individuals 

The Board emphasized that the terms “praise” and “support” were vague and reiterated its criticism for the list of designated organizations being inaccessible to users as it was publicly published. Meta explained that it designated entities that have been designated as terrorists by the United States government. While Meta’s tier designated extended beyond the U.S. designations, the Board recognized that most of the list was based on the U.S. designations. The Board recommended Meta hyperlink to the Foreign Terrorist Organizations and Specially Designated Global Terrorists designated by the U.S. government in its policy to increase clarity for users.

However, the Board highlighted that the RSF hadn’t been designated by the U.S. government while Meta designated it as a Tier 1 organization. The Board underlined its recommendation in the “Nazi Quote” decision for Meta to publish the list of designated groups and individuals which Meta declined to implement.

The Board expressed concern that there was a disproportionate impact on access to information in Sudan given the designation of RSF as a Tier 1 terrorist organization alongside the lack of transparency on such designation. The Board urged Meta to be more transparent, especially when making decisions in regions affected by armed conflicts where social media was the main source of information dissemination as the lack of transparency endangered the local population’s physical security. 

The Board recalled its recommendation from the “Referring to Designated Individuals as “Shaheed”” policy advisory opinion for Meta to explain the procedure by which groups and individuals were designated in more detail. Additionally, the Board urged Meta to publish information on the total number of individuals and groups in each tier, and how many were added and removed in the past year. 

The Board reviewed Meta's enforcement of its policy prohibiting "substantive support" in the context of the situation Sudan, finding it clearly defined and accessible, thus passing the legality test. Meta's revised policy, issued on December 29, 2023, simplified the term to "support" and introduces sub-categories of "material support" and "other support," with "channeling" now under "other support." The Board noted that despite these categorizations, the fundamental rule had not significantly changed.

Coordinating Harm and Promoting Crime 

The Board found the rule prohibiting exposing the identity of war prisoners clear and accessible to user which satisfied the legality principle.

II. Legitimate aim

The Board had previously recognized that the DOI policy pursued the legitimate aim of protecting rights of others to life, security of person, equality and non- discrimination. [Punjabi Concern Over the RSS in India decision; Nazi Quote decision] Additionally, in the “Öcalan’s Isolation” decision, the Board recognized the purpose of the DOI policy to prevent offline harm as a legitimate aim.

Moreover, the Board found that the Coordinating Harm and Promoting Crime policy pursued the legitimate aim of protecting the rights of others to life, privacy, and protection from torture or cruel, inhuman, or degrading treatment. The Board that the legitimacy of the aim was informed by rules of international humanitarian law calling for protection of life, privacy and dignity of war prisoners and the fact that the situation in Sudan was designated as an armed conflict. [Armenian Prisoners of War Video decision]

III. Necessity and proportionality

In “Tigray Communication Affairs Bureau” decision, the Board recognized that business operation in conflict settings had a heightened responsibility. Moreover, the Board found in “Armenian Prisoners of War Video” decision that in a situation of armed conflicts, the freedom of expression analysis was informed by international humanitarian law.

Dangerous Organizations and Individuals 

The Board found that removing the content under the DOI policy was necessary and proportionate. The Board noted that disseminating a video of an RSF member describing their activities and threatening anyone who opposed them could lead to a heightened risk of real-world harm. Due to the possible real-world harm of increased violence, war crimes and crimes against humanity, the Board emphasized that removal was the least restrictive measure to protect rights of others as no other lesser measure would address the high risk of harm.

The Board expressed concern over Meta’s failure to remove the content before the company was notified of it by the Board and that Meta’s detection errors in this case alluded to broader problems regarding classifiers’ identification of content supporting the RSF. Meta’s classifiers did not prioritize the content as it gave it a low-ranking score and in response to the Board’s question on what caused such low score, Meta stated it couldn’t identify the reason behind the score. 

Additionally, the Board noted that Meta failed to establish sustainable mechanisms to adequately enforce content policies during the war in Sudan. In the “Weapons Post Linked to Sudan’s Conflict” decision, Meta explained that it did not set up an Integrity Product Operations Center for Sudan, which is used to respond to threats in real-time as it claimed it could handle the content risks through normal procedures, Meta reiterated a similar position in this case. The Board has previously recommended in the “Tigray Communication Affairs Bureau” decision that Meta improve enforcement during armed conflict through establish a sustained internal procedure capable of reviewing content effectively. 

In August 2023, Meta reported to the Board that it had established a dedicated team to manage crisis coordination and oversee operations during various stages of imminent and emerging crises, including high-risk events and elections. The company stated that it had completed staffing for this team and was preparing them for operational duties, with plans to have the team fully operational across all regions in the upcoming months. Meta also mentioned that it would continue to refine the team's execution framework based on experiences with conflict incidents and evaluations of the structure's effectiveness, considering this setup in response to the Board's recommendation as complete. However, in response to the Board’s question, Meta acknowledged that it has not implemented such a mechanism specifically for the conflict in Sudan, despite considering the recommendation fulfilled.

Coordinating Harm and Promoting Crime 

The necessity and proportionality of removing this content under the prohibition of exposing the identity of war prisoners were informed by international humanitarian law. [Armenian Prisoners of War Video decision]
Common Article 3 of the Geneva Conventions and Article 13 of the Third Geneva Convention outline protections for detainees and war prisoners during conflicts. They prohibit acts that would compromise personal dignity, such as humiliating or degrading treatment, violence, intimidation, and undue exposure to public curiosity. International humanitarian law allows the release of images of war prisoners under very limited circumstances, such as a compelling public interest or the vital interests of the prisoner but requires that the prisoner's dignity be preserved. Although there are online tools available for anonymizing such content, Meta did not provide users with capabilities to blur or obscure faces in videos of war prisoners on its platform.

As the Board determined in the “Armenian Prisoners of War Video” decision, prohibiting the sharing of images of war prisoners aligned with the objectives of international humanitarian law. Furthermore, content that disclosed the identity or location of war prisoners generally warranted removal, as the potential harm resulting from such exposure was severe and the action of removal was considered proportionate to these risks. Moreover, the Board found that the removal of the post was necessary due to the risks associated with the conflict in Sudan and to ensure the dignity and safety of the prisoner. 

The Board expressed concerns over Meta’s failure to identify and remove content that violated Meta's policy against outing war prisoners, particularly due to increased risks of harms in armed conflicts. The policy on outing war prisoners was only enforceable upon escalation, meaning it's beyond the remit of at-scale content moderators. In the “Armenian Prisoners of War Video” decision, the Board acknowledged the necessity of this rule requiring escalation to expert internal teams for enforcement, as it involved complex judgments about whether individuals in content were identifiable war prisoners within a conflict context. Consequently, enforcement of such rules depends solely on external prompts, such as notifications from Trusted Partners or significant media attention.

The Board's evaluation indicated that, due to the escalations-only enforcement policy, a considerable amount of content that identified war prisoners likely remained on Meta's platform. This situation was compounded by the limitations of Meta’s automated detection systems, which might not be adequately trained due to insufficient human-reviewed cases under such policies.

As a result, while the Board acknowledged the necessity of the rule prohibiting the outing of war prisoners in armed conflicts, it deemed Meta's current enforcement measures inadequate for upholding the company's responsibilities towards protecting the rights of war prisoners. To genuinely safeguard these rights under international humanitarian law, the Board recommended Meta develop a scalable enforcement solution. 

Access to remedy 

Meta disclosed to the Board that the appeal in this case was automatically closed due to the company's COVID-19 automation policies. The Board had previously urged Meta to confirm publicly whether all automation policies established during the COVID-19 pandemic had been discontinued. [Holocaust Denial decision] The Board remained concerned that these automation policies, initially justified by a temporary decrease in human review capabilities during the pandemic, were still active. The Board reiterated its recommendation, emphasizing the need for Meta to publicly clarify when it expected to restore full human reviewer capacity.

Accordingly, the Board overturned Meta’s decision to leave the content up on Facebook as it violated the DOI and Coordinating Harm and Promoting Crime policies and the removal would fulfill the three-part test.
Policy advisory statement

The Board recommended Meta creates a scalable solution to enforce its Coordinating Harm and Promoting Crime policy prohibition against outing prisoners of war, as required by international humanitarian law. This involved setting up a specialized team to proactively monitor and identify such content during armed conflicts ensuring prompt and effect enforcement of the policy.

Moreover, the Board suggested Meta audit the training data of its video content classifier to ensure it included diverse examples of content related to designated organizations in various languages, dialects, regions, and conflicts. This recommendation aimed improve the automated detection and prioritization of potential policy violations under the DOI  policy for human review.

Finally, to provide more clarity to users, the Board urged Meta to hyperlink the U.S. Foreign Terrorist Organizations and Specially Designated Global Terrorists lists in its Community Standards, where these lists were mentioned.

Dissenting Opinions

A minority of the Board noted that although Meta did not publicly announce the designation of the RSF, the group's alleged involvement in war crimes and crimes against humanity was well-documented and widely reported as the conflict escalated. Given this public knowledge, users could reasonably expect that sharing RSF-related content might breach Meta's policies.

Direction:
· Outcome: Contracts Expression/Mixed Outcome/Expands Expression
[Please include at least 1-3 sentences explaining whether the decision aligns with international standards on freedom of expression] 

Perspective: 
The Perspective section should only contain law references of international, regional, and national judicial decisions or legislative materials that are substantively relevant to the issues in the case at hand. Thus, the law references in this section should be limited only to those that the Oversight Board cited, relied on, or applied in reaching its decision on matters of the right to freedom of expression. 

· Related International and/or regional laws: 
· Please include a brief explanation of how the standard is used by the Board. Indicate if the standard is used as a legal basis for the Board’s decision or if it is employed as a marginal reference].  
· Please include all previous Oversight Board decisions used by the Board in the decision. When you add the law references, please also include a hyperlink to the original source. 

· National law or jurisprudence: 
· Unless the Board states otherwise include in the “note” box the following text: The Oversight Board cites national legal standards as mere references.

Significance: 
· Binding or persuasive precedent within jurisdiction; Decision establishes influential or persuasive precedent outside jurisdiction; Explanation: 

Standard I: The decision establishes a binding or persuasive precedent within its jurisdiction. [Select this Standard and include the following note:] 

According to Article 2 of the Oversight Board Charter, “For each decision, any prior board decisions will have precedential value and should be viewed as highly persuasive when the facts, applicable policies, or other factors are substantially similar.” In addition, Article 4 of the Oversight Board Charter establishes, “The board’s resolution of each case will be binding and Facebook (now Meta) will implement it promptly, unless implementation of a resolution could violate the law. In instances where Facebook identifies that identical content with parallel context – which the board has already decided upon – remains on Facebook (now Meta), it will take action by analyzing whether it is technically and operationally feasible to apply the board’s decision to that content as well. When a decision includes policy guidance or a policy advisory opinion, Facebook (now Meta) will take further action by analyzing the operational procedures required to implement the guidance, considering it in the formal policy development process of Facebook (now Meta), and transparently communicating about actions taken as a result.”

Standard II: Decision (including concurring or dissenting opinions) establishes influential or persuasive precedent outside its jurisdiction. [Do not select this Standard]  

· Related Cases: Self-generated [N/A]

· Date updated: [N/A]

Docs: 
· Official Case Documents: 
Please include the following: 
· Decision (in English) [Attached]
· Press Release issued by …. (in English) [Attached] 
· All the available languages versions of the decision in the following format: 
· Decision (in “Language”) [Attached]
· Ex. Decision (in Spanish) [Attached]
· Amicus briefs and other legal authorities
· Please include all documents submitted to the Oversight Board by third parties to the decision. Ex: Public Comment Appendix. 
· Reports, Analysis, and News Articles:
· Please list any titles and URLs of interesting articles, Meta response or analyses about the case that might be of interest to readers


	TABLE 1 

	Meta´s Content Policies

	Note to the researcher: Please constantly check  on Meta’s website which standards are in use. If you notice there is a new standard, please advise the project coordinator. In any case, use the one(s) employed by the Oversight Board in its decisions. 

	Instagram Community Guidelines

	Facebook Community Standards 

	· Intellectual Property
· Spam 
· Illegal Content
· Hate Speech, Bullying and Abuse
· Self Injury
· Graphic Violence
· Referal to Facebook Community Standards  

	· Violence And Criminal Behavior
· ​​Violence and Incitement
· Dangerous Individuals and Organizations
· Coordinating Harm and Promoting Crime
· Restricted Goods and Services
· Fraud and Deception
· Safety
· Suicide and Self-Injury
· Child Sexual Exploitation, Abuse and Nudity
· Adult Sexual Exploitation
· Bullying and Harassment
· Human Exploitation
· Privacy Violations
· Objectionable Content
· Hate Speech
· Violent and graphic content
· Adult Nudity and Sexual Activity
· Sexual Solicitation
· Integrity And Authenticity
· Account Integrity and Authentic Identity
· Spam
· Cybersecurity
· Inauthentic Behavior
· Misinformation
· Memorialization
· Respecting Intellectual Property
· Intellectual Property
· Content-Related Requests and Decisions
· User Requests
· Additional Protection of Minors









